s B Scop

Server Module - ifconfig

A newly installed server uses
DHCP to get an IP address from a
DHCP server on the network so
make sure the ethO interface is
connected to the network so the
server can get an IP address.

» Before you can login to the server
you must know the IP address of
at least one physical interface

*  From the Linux console login
prompt, enter username ‘root’
omitting any quotation marks

*  From the password prompt enter
the default root password
‘scopserv’ omitting any quotation
marks

* Once you are successfully logged
as root type the command ‘ifconfig
to determine at least one eth
interface

* Inthis example the ethO IP
address is 192.168.192.60 which
is the IP address that will be used
to login to the GUI later.

* Also notice that the HWaddr is the

MAC address of the ethO interface
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Server Module - passwd

If you need to change the default
root password (recommended) the
enter the command “passwd”
omitting any quotes

* You will be prompted to enter your
new password twice to confirmt
the root password change

» Ifyou forget this password you will
have to have a keyboard and
monitor attached to the server.

* Interrupt the boot at the GRUB
stage and boot to runlevel 1, AKA
single user mode. Interrupt GRUB
by typing a character such as
"space" then append to the kernel
line by typing "a", backspacing
through "rhgb quiet" and

appending " 1<enter>". This will

give you a root shell and not a

login prompt. From there you can

use the "passwd" command to set

a new root password.
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Server Module — Web GUI Login

* Open a web browser and use the
IP address found using the ifconfig ScopServ Telephony Server
command in the following format

*  http://<ip address>:5555

*  Where <ip address> if the IP
address of the server and the
:5555 is the listening port of the
ScopTEL web server.

+ Example:

*  The default login username is
‘admin’ omitting quotes

*  The default admin password is

‘admin’ omitting any quotes

Login
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http://192.168.192.60:5555/

Server Module - Configuration Wizard

ScopServ Initial Server Configuration Wizard

Before proceeding make sure you
have your server’s serial number —

elephony Server

handy so you can activate all of ScopServ Telephony Server

the menus and proceed with the

configuration wizard. @ SCOPSERV™

If you have the serial number

proceed with the wizard by Please note that all settings specified on Telephony -> Configuration will be back to defaults.

pressing Next

Step 1 of 11
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erver Module - EULA

ScopServ Initial Server Configuration Wizard

* By clicking on Next on the EULA
page you are agreeing to the Inaducion o Scpsers

terms of the ScopServ End User e ——
License Agreement

SCOPSERV SOFTWARE END-USER LICENSE AGREEMENT
ATTENTION: YOU MAY NEED TO SCROLL DOWN TO THE END OF THIS EULA BEFORE YOU CAN AGREE TO THE EULA AND CONTINUE WITH THE SOFTWARE INSTALLATION.

IMPORTANT: THIS SOFTWARE END-USER LICENSE AGREEMENT ("EULA") IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR, IF PURCHASED OR OTHERWISE
ACQUIRED BY OR FOR AN ENTITY, AN ENTITY) AND SCOPSERV. READ IT CAREFULLY BEFORE COMPLETING THE INSTALLATION PROCESS AND USING THE SOFTWARE. IT PROVIDES
A LICENSE TO USE THE SOFTWARE AND CONTAINS WARRANTY INFORMATION AND LIABILITY DISCLAIMERS. BY INSTALLING AND USING THE SOFTWARE, YOU ARE CONFIRMING
YOUR ACCEPTANCE OF THE SOFTWARE AND AGREEING TO BECOME BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO BE BOUND BY THESE TERMS, THEN
DO NOT INSTALL THE SOFTWARE AND RETURN THE SOFTWARE TO YOUR PLACE OF PURCHASE FOR A FULL REFUND.

THIS EULA SHALL APPLY ONLY TO THE SOFTWARE SUPPLIED BY SCOPSERV HEREWITH REGARDLESS OF WHETHER OTHER SOFTWARE 1S REFERRED TO OR DESCRIBED HEREIN.

1. Definitions
“Mot For Resale (NFR) Version™ means a version, so identified, of the Software to be used to review and evaluate the Software, only. It also refers to a copy used by the authorized reseller or
distributor, and under specific asreements, for its own internal serices.
“ScopSen” means ScopServ, Inc. and its licensors, i any.
“Software™ means only the ScopServ softwars program(s) and third-party software programs, in sach case, supphed by ScopServ herewith, and cor ding d ion, iated media,
printed materials, and online or electronic documentation.
“Trial Version” means a version of the Software, so identified, to be used only to review, demonstrate and evaluate the Software for a limited time period. The Trial Version may have limited
features, may lack the ability for the end-user to save the end product, and will cease operating after a predetermined amount of time due to an internal mechanism within the Trial Version.

2. License Grants

The licenses granted in this Section 2 are subject to the terms and conditiens set forth in this EULA:

You may install and use the Software on a single computer or server; or install and store the Software on a storage device, such as a network server, used only to install the
Software on your other computers over an internal network, provided you have a license for each separate computer on which the Software is installed and run. Except as
otherwise provided in Section 2(a), a license for the Software may not be shared, installed or used concurrently on different computers.

(A) a second installation may be permitted, in accordance with ScopServ and after such a demand is accepted by ScopServ regarding the installation on a second
computer/server for the sole purpose of redundancy. (B) The other computer/server will have to be red by ScopServ through Internet for Mac address and to ascertain that
only 1 other device will receive the licensed software just like the original installation.

You may make one copy of the Software in machine-readable form soclely for backup purposes. You must reproduce on any such copy all copyright notices and any other
proprietary legends on the original copy of the Software. You may not sell or transfer any copy of the Software made for backup purposes.

Step 2 of 11
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ScopServ Initial Server Configuration Wizard

The default GUI listening port is

5555 N

Proxy information can be entered &t T

if the required Internet connection ez 2
uses a proxy

To send voicemail or fax to email
using a third party email server tick Enable ‘Smart Relay for Outgoing SMTP 2 )
the ‘Smart Relay’ check box and

fill in the credentials needed to

connect to the external emalil

server

Enable Proxy ? [2]:

Click Next to proceed

Step 3 of 11
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ScopServ Initial Server Configuration Wizard

Enter the Serial Number
purchased from ScopServ and o

elephony Server

system details o Lcenes Agrosment

General Settings Serial Number [2) : [00FC34D0-0000-AH8H8-9

CIiCk NeXt Software Registration Format: 00000000-0000-00000-0

Company Name: |ScopServ Virtualbox
Contact Name: |David Brillert

Contact Email : |david_brillert@scopserv.com
Phone Number: |416-414-8967 ‘
Street Address: (1253 Warner Way

City: |Mississauga
State/Province : |Ontario

Country: | Canada

Zip/Postal Code: |L4W3H6

Previous Step 4 of 11
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It is recommended to change
the default admin password. ,
Enter the new password here et — I
= free * Administrator Password (admin) : ,....—”-—|

and CIiCk NeXt Defa;?t password is set tu.‘;j.min‘.

Step5of 11
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Server Module — NTP Server

ScopServ Initial Server Configuration Wizard

Choose your Time Zone and
check the box to sync time with
an NTP time server 3L

General Settings

Enter the IP or FQDN address Softare Regiraton

of the NTP server Date and Time
Click Next

Previous Next
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* Time Zone: | America/Monireal j

Default: America/Montreal
Synchronize clock from a Time Server (NTP) ? [7]:
* Server Name or IP Address: |t\me.nrc.ca
Specify the Time Server IP Address or Hostname

Step 6 of 11




Server Module — Network Configuration

ScopServ Initial Server Configuration Wizard

Set the Fully Qualified Domain
Name (FQDN) for the system. e

elephony Server

Set the network configurationas == = e T
DHCP or static for the system. Software Registrtion

Static is recommended. :,e"dfmm,., +Type )£ [Dynarmic 00 [=]
Set the DNS server information
for this system so the server can S
resolve domain names to IP ' ' '
addresses.
* NOTE: The systemis a
fully capable DNS server
and can resolve DNS for
the network but a third
party DNS server can
also be used.
Press Next

Step 7 of 11
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Server Module - High Availability

ScopServ Initial Server Configuration Wizard

Enable or skip any required
High Availability Settings o
Press Next e —

General Settings Enable Automatic Failover (Heartbeat) ? 3

Software Registration Enable Shared Network Storage (DRBD) ? [3]

) Enable Scheduled Replication (rsync) ? 3 :
Date and Time

Network Configuration

High Availability
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ScopServ Initial Server Configuration Wizard

* Since this example system only
has a single network interface o FyTrr—— . e —
thel’e |S nO Optlon to Choose a e:;hf]un;ff.::{%,qg,*mem |AWarning:]'lliswizardnillmph(eall(nrmntﬁmnalldata for: Configuration, Inbound Services (Permit) and Outbound Services (Deny). Theses data will be LOST.

General Settings

firewall/gateway mode Saftwars Regsiration

Authentication

» Choose single system to enable &+ = * Server Type B+ ) No Firewll
the firewall or no firewall to . =
disable the firewall

+ If afirewall mode is chosen tick
off the options to allow desired

allowed inbound traffic

ScopServ Web GUI:
:

VPN Server (PPTP) :

Mail Services :

Time Server (NTP) :

DHCP Server (Public Interface) :

OoEOO
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Server Module - Locale

ScopServ Initial Server Configuration Wizard

* Choose the language type that
best suits your country profile to
set the local tones and cadences
configuration that best suits your
local telco. o

« The Server is behind NAT option &=
is configured if the server is s ) [ |
behind a third party NAT router. How often o refesh Fostname i usad 7i[10__]

This setting manipulates SIP e s A
traffic to work behind the NAT

router using the internal Session

Border Controller (SBC)

* NOTE: Ifthe server is behind
NAT then ensure that the
external firewall port forwards the
TCP/UDP ports to the static IP
address of the server.

* Port examples:

 UDP/TCP 5060 SIP signaling

« UDP/TCP 10000-20000 SIP RTP
traffic

* UDP 4569 IAX2 signaling and
RTP traffic

» TCP 22 SSH management

+ TCP 5555 ScopTEL GUI

« UDP 123 NTP

UDP 69 TFTP provisioning

Default Language (Prompt): | English j

Default: English
Tone Indication : | United Stales / Norih America
Default: United States / North America

You can add multiple 'netwaork/subnet’ if separated by a space.
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ScopServ Initial Server Configuration Wizard

* Review changes and tick on
Apply Changes s e SSH/SFTP:

. . elephony Server .
. CIle F|n|Sh R e VoIP (SIP/IAX/MGCP): Yes

General Settings Flash Operator Panel: Yes
* Reboot Server when prompted Software Registration DNS Server Yes
Authentication ‘Web Server: No
Date and Time ‘Web Server over SSL: No

Network Configuration FTP Server: No
High Availability .

Firewall Configuration TFTP Server: Yes
Telephony VPN Server (PPTP): No
Summary Mail Services: No

Time Server (NTP): Yes

DHCP Server (Public Interface): No

Default Language (Prompt): English
Tone Indication : United States / North America

Server is behind NAT 2 [2] : Yes
External IP or Hostname : whatismyip.com

How often to refresh Hostname if used ?: 10
Local Network: 192.168.0.0/255.255.0.0 10.0.0.0/255.0.0.0 172.16.0.0/12
169.254.0.0/255.255.0.0

Finish Step 11 of 11
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Server

* Once the server is rebooted login
again (use the new IP address if  tessed as: admin
the ifconfig address was -
changed) g s

«  From the & Crrarain
Configuration>Server>Packages € o suver
Manager menu tree click on the I R
‘Update Now’ link to upgrade all £ )momenie

- ® SNMP Server
of the system packages. & Storege Hanager
4 Packages Manager
- [ Backup

Monitoring

- 5% High Availability

§7] Certificate Manager
- £ Metwork

B @ Telephony

% ScopSTATS.

[#-¥ Old Reports

- Tools

1| Administration

[ f Options

[n} ﬁ; Configuration Wizard
-l Log out

' % - F 1 ) = o =
General Configuration License Multi Server MySQL Server SSH Server Date and Time SNMP Server Storage Manager Packa er| Backup Monitoring High Availability

ager

Packages Manager &7 Cleanup Datab: se | §¥ Update Nuw
S — ™

Configuration

Configuration
General

Distribution: CentOS release 5.8 (Final)
Architecture : i385

Enable Auto-Update 2? [ : No
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and applied by the server.

* NOTE: If the annual software
maintenance agreement is not current
for the system serial number then no
ScopServ updates will be fetched.

All rights reserved 2012
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Server Module - Update All Packages
B patient while all updates are ferched [T e |

3, Update in Progress ... Please wait.

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* centos-extras: www.muug.mb.ca

* centos-os: www.muug.mb.ca

* centos-updates: www.muug.mb.ca

* Scopserv: us.mirrors.scopserv.com

centos-extras

centos-o0s

centos-updates

centos-updates/primary_db 37% [=====-]1 0.0 B/s

centos-updates/primary_db

SCOPSErV

scopserv/primary 5% [- ] 0.0 B/s

scopserv/primary 17% [==- 176 kB/s
scopserv/primary 33% [=====] 84 kB/s
scopserv/primary 57% [========-]198 kB/s
scopserv/fprimary 87% [=============] 116 kB/s
scopserv/primary

SCOPSEerv

Excluding Packages in global exclude list

Excluding Packages from Operating System (extras)

centos-updatesfprimary_db 98% [==============-] 489 kB/s

Cancel Update

Loading pluging... |

=

$E4444

2.1 kB 00:00

1.1 kB 00:00

1.9 kB 00:00

200 kB --:—- ETA
520 kB 00:00 ETA
528 kB 00:00

1.1 kB 00:00

24 kB --:—- ETA

72 kB 00:04 ETA
136 kB 00:03 ETA
232 kB 00:01 ETA
352 kB 00:00 ETA
404 kB 00:01
e 100.00% o
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If the Scopserv-telep.honyx paCkageS are Gen.:ral Cunﬁ::ratlun Margger Extan;.-mns Lines Interfaces Virtual Fax ACD Apph‘;:atluns Pruvlir;runlng Audio Billing Miscellanecus Qp‘t‘luns
updated then you will have to do a full

commit on the Services Status:
Configuration>Telephony>Configuration Telephony Server . Running @ stop service

age Queue (ACD) Import (SQL): Runni Ed m——riCe (™ stop Service
ﬁ: g H Analog/Digital Modules : R:::::z [2 Restart Service (@ stop Service

any Asterisk packages are updated (DAHDI/Wanpipe)
then you will have to restart Asterisk e e o cervice Disabied
fr’om the Sangoma Media Gateway (SMdGaQ:::: ! Service Disabled
. . I h I FastAGI Server: Running [2) Restart Service (™ Stop Service

Conflgurat|0n>Te ep 0ny>Genera >ReSt HylaFAX (Virtual Fax) : Running [2) Restart Service (@ Stop Service
art Telephony page IAXmodem (Virtual Modem) : Stopped (B Start Service

Flood Protection (Fail2ban) : Running [2) Restart Service @ Stop Service

NOTE: Always do a full commit before
restarting Asterisk/Telephony Server

Edit Services Refresh
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* Once all packages are updated and
applied you can login to the ScopTEL
GUI and start configuring the sytem.

* Oryou can use the ScopTEL version
switcher to toggle between different
versions of ScopServ Telephony or
Asterisk
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Logged as: admin

1~ ScopServ

E85

2 Configuration
- Server
§ General
& Configuration
7] License
§ Multi Server
sl MysQL Server
~ g SSH Server
- [ Date and Time
- % SNMP Server
- & Storage Manager
8 Packages Manager
[ Backup
Moanitoring
iy High Availability
7] Certificate Manager
& Metwork

- ) Telephony

- General

- &/ Configuration
[ Manager

@ Extensions.
o Lines

3 Interfaces
[Zd] Provisioning
- Audio

F

Services Status:

Telephony Server:
Queue (ACD) Import (SQL):
Analog/Digital Modules:

(DAHDI/Wanpipe)

n

daemon

General Information

mISDN (BRI) kernel driver:
Sangoma Media Gateway (SMG/BRI) :

FastAGI Server:

HylaFAX (Virtual Fax) :
IAXmodem (Virtual Modem) :
Flood Protection (Fail2ban) :

&

Lines Interfaces Virtual Fax ACD Applicati

Running
Running
Running

Service Disabled
Service Disabled

Running
Running
Stopped
Running

Server is up since: Undefined
Last Change : Tuesday July 03, 2012 10:10
Last Reload : Tuesday July 03, 2012 10:11

ik s g,

ning Audio Billing

[E) Restart Service
[2] Restart Service
[2) Restart Service

[£) Restart Service
[2) Restart Service
[ Start Service

[2) Restart Service

[T Multi Tenants
[ Class of servics
59 vore accounts
{f Incoming Lines

B

' @ speed Dial

A B agems

A B call Quenes
A F Auto Attendants
& & Z conferences

0¥ @ Add Multiple Extensions
™ B Cards Detection (Analog / Digital)
™ P DUNDI Configuration

& ™ # Phones Detection (Network Scan)

%

{® stop Service
@ stop Service
{® stop Service

(@ Stop Service
(@ Stop Service

(@ Stop Service

-

.

m




Congratulations
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