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Certificate Pre-Requisites

Self Signed Certificates are generally not supported by phone Manufacturer’s therefore it is recommended you
check with your phone hardware vendor to see which Certificate Authorities are supported.

You will first have to use the ScopTEL Certificate Manager to create your own Certificate Signing Request in order to
purchase a Signed Certificate from a supported Certificate Authority

Most Certificate Authorities will provide you with a Root Certificate and a Chained Certificate (Chained Certificates
are not mandatory but are very commonplace).

Once you have the Root CA, Certificate Chain, and a Signed Certificate from a supported Certificate Authority you
can use the ScopTEL Certificate Manager to create Certificates for the following purposes:

1.

2
3.
4

Encrypting GUl communications using SSL (HTTPS)

Encrypting Phone Provisioning files during phone download using SSL (HTTPS)
Encrypting SIP signalling with SSL (TLS)

Encrypting SIP audio streams with SSL (SRTP)
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Creating the CSR — Certificate Manager - Click on Add a New CSR

Fill in all the required fields
. . . ( RootCA | Certificates Requests (CSR)

If you are purchasing a Wildcard Certificate put a *. In Add a new Request (CSR)

from of your domain name in the Common Name General | PREYSERGAGED

F I e I d # Certificate Request Mame: |c5r2016

* Common Name: |sip.yourdomain.com |

Exa m p | e : * .you rd Om a i n . Com Exarnple: your name or your server's hostname

. . Organization: Your Qrganization
When done click on the Key Settings Tab gttt i |
* Locality (city): [Your City
# State (full name): |[Your State |

* Country: |[C4

2 letter code

Email: |youremailaddress@yourdomain.com

Comment:

ﬁ R o B ey R o e i —
—
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Creating the CSR — Certificate Manager — Key Settings

Selecta Digest Algorithm supported by your P

4
phone’s manufacturer PR

General Key Setlings
It is recommended to choose a Key Size of at least e ———————————————————————————————————
2048 bits Digest Algornthm: | gqa-1
Passphrase is not required Ll s

Key Size: | 2048 bits | : |

Click Add when done Default: 1024 bits

Passphrase:

_

=+ =1 & Required Field || [2] Page Refresh on Change
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TELS

Creating the CSR — Certificate Manager — Download your CSR

Certificate Manager

Requests (CSR)
Certificate Signing Requests: [1to1 of1] E Add a new Request (CSR)

D] =
WE ™ name Common Name Organizatio Ci Stat Cou.*rv Action o
¥ rganization s’y ate ou. T n oy,

D@ A7 esr2016 sip.yourdomain.com Your Crganization Your City YourState CA [ ﬁ

(o - select an action - IEI 'I Columns to display: EE[Ea; |E|
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Creating the CSR — Certificate Manager — Download your CSR

Copy and Paste your Certificate Request to your
Certificate Authority when you your purchase your
CA for Domain Validation.

Wait for your CA to send you your Certificate
before generating your Certificate

You will copy and paste the Private Key Data into
your Server Authentication Certificate in a later
step

Www.scopserv.com

Certificate Signing Request Data

Certificate Data Click here to Download

MRswGQYDVQQDEdzaXAueWI1 cmRvbWFpbi5jb20xLjAsB gkqhkiGOwIBCQEWHS!
d}UIhWthGFkII-I.IIL?NAEWQI|:mthWFphﬁJbZDwggElh'IADGESqGSIhBDQEBAQU f

)
Private Key Data Click here to Download

————— BEGIM RSA PRIVATE KEY----- -
MIEowIBAAKCAQEASKuodPSigh3/ + d2flbcshH+ CL5Zuf2RCnhKFplwxPTD5xFKR |
1k61 bVX 2zt RRGdTyMNved g T1s0ypo58z7 CSyEgLAShAdsMPOTILhC4 pdFESW2
YE/LsTzeEPW+TdwrnynH04ndHB46z Tx QgD OhfmoMNlweF gz |VjLIKigAtLS Txk6 D
U83Uo6EiO4hT1Y7 dhdHzhL D o6 DI+ hsQLCLOMEN4WAaOwT3CpISnAKV ufPL/LCUSS
FiShY[977UmatarWoQbKiPEkrl+zjD+xLyZ KxT Tra5NBrukEl 3/ p QMVIGIPAK

|

PEM (Privacy Enhanced Mail) Data Click here to Download

MIDATCCAekCAQAWGZBxCzAIBgNVBAYTAKNEMRMwWEQYDVQQIEwpZb3VyIFNOYXRI |
MBEIWEAYDVQOQHEWIZb3VYIEN pdHboGjAYBgNVBACTEVIvdKIg T3 InYW5pemFlaWsu
MRswGQYDVQQDEdzaXAueWIl cmBvbWFpbi5jb20xLjAsBgkqhkiGIwIBCQEWH3 v
dXINbWFpbGFZHIIGNAEWIL crnRvbWFpbi5jb20wggEiMADGCSqGSIb3DQEBAQUA
A 1BDwAwggEKACIBAQDegbhl/mKBvf/53 78 htyyEfdvim5/ZEKeEoWkjDE/sPnE
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Creating the CSR — Certificate Manager — Import a Certificate (Root CA)

Copy and Paste your CA’s Root CA into the text box and click Add

Certificate Manager

Root CA Certificates Requests (C5RE)
Add a new Root CA

% Certificate Authority Name: |yourcarootca

Import a Certificate (Root CA) ? 3] :

#* Certificate (Root CA): [----- BEGIM CERTIFICATE----- )L
MIDFTCCAuagAwIBAgIDErmMADGCSqGSIb3DQEBBQUAMExCzAIBgNVBAY [=|
TAIVT Bl
MRAWDgYDVQQKEwdFcXVpZmFAMSOwKwYDVQQLEyRFcXVpZmF4IFNIVIVy Z
SEDZXID
aWZpY2F0ZSBBdXReb3)pdHkwHhcNMDIwNTEMD QwMDAWWhcNMTgwO DI
nehA Db D By
WiBCMQswCQYDVQQGEWVUZEWMBQGAL UEChMNRZVWWHI1 c3Qg5W5jLiED ~
MEkGALUE
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Creating the CSR — Certificate Manager — Add a new Certificate
Give your Certificate a name

l—
Root CA Certificates Requests (CSR)

Select Import Certificate & Key = Signed
Certificate

Then click on the Certificate & Key tab

* Certificate Mame: W
Import a Certificate & Key? [2] : | Signed Certificate 2
Default: Mo

Add a new Certificate

Comment:

R e ———
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Creating the CSR — Certificate Manager — Add a new Certificate

Copy and Paste your CA’s Signed Certificate data into the Signed Certificate text box
Copy and Paste your CSR’s Private Key data into the Private Key text box
Click Add

'—.I »
zeneral Certificate & Key

* Signed Certificate: [----- BEGIN CERTIFICATE-----
MIDFTCCAuaghwlBAgIDErmMADGCSgG5Ib3DQEBBQUAMESxCzAIBgNVEBAY
TAINT

MRAwDgYDVQQKEwdFcXVpZmFAMSIwkwY DVQQLEyRFcXVpZmF4IFNIYIVyZ
SBOZ0
aWZpY2F0Z5BBdXRob3)pdHkwHhcNMDIANTEMD QuwMDAWWhcNMT guw O DI
b D Que M D Ao
NjBCMQswCQYDVQQGEwWVUzEWMBQGATL UEChMMR2VWWHIL c3QgSW5jLIED
MBLGALUE

* Private Key: |----- BEGIN R5A PRIVATE KEY----- >
MIEowIBAAKCAQEAIKucdPSigh3/+d2flbeshH+ CL5Zuf2RCnhKFplwxP7D5xFK (=
R
y1k61l bVE2xz3t0RRGATyNved g T1s0ypo58z7 CSyEgLAShAGsNPOTILhC4pdFESW2
YE/Ls7zeEPW+T4wrnynHI4ndHE46z Tx QgD OhfmoNIweFgzYVilJKigAtLS Txkd
D
UE3Uo6EI04hTLY7 dhdHzhLDo6 DI+ hsQLCLOMENAWAa OV 3CpISnAKV ufPI
/LCUSS -
fiSMaY 977 matarWoQbKiPEkrl+zjD+xLZ KT Tra5 M9 rukEL 3/ pQMVIGIP AK

m| w

1
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Creating the CSR — Certificate Manager — Add a new Certificate — Certificate Chain

Certificate Type = Intermediate and
Chain Certificate

Certificate Name: Enter a name in the
text field

Click on the Certificate tab

Copy and Paste the Certificate Chain
data you received from your CA when
they issued your Certificate

Click Add

Congratulations you have configured
your Certificates

Certificate Manager
Formm—— (e —————
Root CA Certificates Requests (CSR)

Add a new Certificate

|—‘. - -
General Certificate

* Certificate: |----- BEGIN CERTIFICATE----- ~
UOhBM]UZIEMBICO gRzMwggEiMADGCSqGSIb3DQEBAQUAAMIDRDwAWggEKA
olBARAR

VhZWFOel FbGleh/OHDAG
//QilrkjqfdVCTUBMBdmlyMNkA+8EGVE2prWRHzANT 23

Sowl BMEu/SWaib2Y QGRE)EmmzQ0Xz8/kSOEX9zHFLY Dnd ZLDgP
[olACgEPTHZIS =
1 plkDEmD5xvEcKyUSE Okaiydul5p2 L4 KpZjWmhxgHsw3hUEvEz TvaSIBVVEsI c
DAPEmM/0lpdyM26e08R53LMBL3 +vWaME5KeDaCGnL+enP

/C1DPZ hINFTwASy T2PM
qukDBFIqnlluMrMTjAdBgNVHOQ4EFgQUw5Szz/NNGCDST zkd
/oHxb&+ Iyl kwEgYD

VROTAQH/BAgwBQOG
/wIBADAOBgNVHQEBAFBEBAMCAQYwWNQYDVROIfBC4wLDAqoDAG
VoY¥kaHRDcDovl2cuc3itY2IuY29tL2NybHMvZ3RnbGIYWwuY3IsMT4GCCsGA
QUF
BwEBBCIwIDAeBggrBgEFBQewAYYSaHR)cDovl 2 cuc3itY2 Quy2tMEwGAL Udl
ARF

MEMWwQQYKYIZIAYb4RQEHNAzMDEG CCsGAQUFBWIBFVodHRwOi8vd3d3Lm
dIb3Ry -
dXMNILmNvBSIrZX Ny d ) ZX Y3 BzMAD G CSqG5Ib3DOQEB CwUAAIBAQC)WET
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Configuring the Server to Enable SSL (GUI)

Go to Server>Configuration and click on
the Security (SSL) Tab

Enable SSL (GUI)?
For the Private Key select your Certificate

For the Certificate select the same
Certificate

Highlight the Certificate Chain you create d
earlier

Click Save

The Web server will restart once you click
save and you will have to login to your
server replacing http://yourserver.com
with https://yourserver.com

Congratulations you have enabled TLS
encryption on the ScopTEL Management
GUI

Server Configuration

Configuration
Configuration

' Performance Tuning Security (S5L)

Enable SSL (GUD) ? [} :

* Private Key: I}ruurcertname j
* Certificate: Iynurcertname :

Certificate Chain:

To select multiple iterns, hold down the Control (PC) or Command (Mac) key while clicking,
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Configuring the Server to use HTTPS Provisioning for your IP Phones

Go to Server>Configuration and click on the
Provisioning Tab

From the HTTPS Provisioning Menu change the HTTP

Protocol to HTTPS

Enter the LAN or WAN address specific to your server in

each field (the screen shot only displays examples)
Click Save

The Web server will restart

Congratulations you have enabled SSL encryption for

the Automatic Provisioning System

Server Configuration

Configuration

Configuration

| Provisioning | | Performance Tuning

+# SIP Server Address: 172 116 .78 Nl

'— 1
I E—————————————————

|
=
4y

Enable TFTP support ? [2] :
Default: True

Enable Syslog Logging :
Default: True

Enable 'Write' permission ?: [
TFTP Server Address: |1?2 |,|15 |.|?8 ||1 |

|
{
A
I
1

Enable HTTP support ? [ :
Default: True

* Protocol: IH'I_I'PS :

+ Server (Hostname or IP): |192,158,]f8,1

Default: 192.168.192.78
* Listen on Port [ :
Default: 5555
% TFTP Alias: [/tftpboot/
Default: /tftpboot/
Enable Auto-Create support if configuration: ]
doesn't exist

Enable HTTP Authentication ? [z): [

Enable ScopCOMM Provisioning service ? @ : [0

A
"
o)
|
4y
¥
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Configuring Telephony — Channels - SIP Channel
Enable support for SIP TLS (Secure)

| Asterisk Manager | External APT

Channels | Scheduled Tasks |

Channels

Select your Certificate

. . . . General | RIPOptions | Codecs | SIP Channel IAX Channel | Woomera Channel | ENUM | miISDN Channel | Jitter Buffer
Highlight your Certificate Chain
Port (UDP):
- Default: 5060
CIle Save Bind Address (UDP): [pyd: ; b b |p |
IPvé:

Commit your Telephony changes

Enable support for SIP TCP 2 [7]:

Port (TCP):
Restart the Telephony Server Defaul 5060

Bind Address (TCP): vl .o |o |o |
IPvé:

Congratulations you have enabled SIP TLS support
for the Telephony Server i U E

Default: 5061
Bind Address (TLS): v 0 o |o |.p |
Py

* Certificate: I)rourcertname j
N

Certificate Chain:

To select multiple items, held down the Control (PC) or Command (Mac) key while clicking.

Enable Outbound Proxy support ? 2] ]
When enabled, the server will send outbound signalling to the specified server, not directly to devices.
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Configuring Telephony — Extension — Phone Options

Edit an extension’s Phone Options so that it will use ~— MeSAMESIEEEREIE

Transport Mode TLS and Enable SRTP encryption | AsteriscManager | bxternal AT
AES 80

Channels | Scheduled Tasks |

Channels

General | RIPOptions | Codecs | SIP Channel IAX Channel | Woomera Channel | ENUM | miISDN Channel | Jitter Buffer
Save and Commit your changes Port (UDP):
Default: 5060

Bind Address UDP): vt 0 o [o o ]

Congratulations you have just enabled TLS/SRTP on poe
this exten5|9n and restricted all communications to e coppert for S 1CP 22
use encryption Port (TCP):

Default: 5060
Bind Address (TCP): vl .o |o |o |
Py

Enable support for SIP TLS (secure) ? @ :
Port (TLS):
Default: 5061
Bind Address (TLS): joy4: [0 |.[o |.lo .l |
1Pvé:

* Certificate: I)rourcertname j
N

Certificate Chain:

To select multiple items, held down the Control (PC) or Command (Mac) key while clicking.

Enable Outbound Proxy support ? 2] ]
When enabled, the server will send outbound signalling to the specified server, not directly to devices.
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Configuring Telephony — Automatic Provisioning System - Snom

In this example we are configuring a
template and only the options T provsoring (OB e e D T T PRone Do

needed to secure communications

on the phone- Firmware‘.'ersion@: IS'X :
Default: &.x
Conflgu re the PFOVISIOﬂIng tab tO use Firrmware URL: |https:.ff}rcnursen.rerip.}rcnurdomain.cum:55|
HTTPS by putting https in the Firmuare Status URL | |
. . . . URL of the firmware configuration file. e.g. hitp:/Ywww.company.comy/settings/snomXXX-firmware. htm
prOVISIOHIng URL and by Selectlng + Configuration Server: |https:,",-‘yu:uurserverip.}ru:uu[f:‘iomain.cum:5§| ’ 'Dy ’

the certificates you created earlier. Example: htip://server-5555/tftpboot/snom/{mad).xml

Web Language URL: |http:.-".fpru:n.risioning.snum.cum,ﬂ’cunfig,ﬂ’w|
Default: http:// provisioning.snem.com) config/web_lang.xml

Then click on the Options tab

GUI Language URL: |http:f'fpru:uvisi0ning.snum.cumf’cunfig;"gl|
Default: http://provisicning.snom.com, config/gui_lang.xml

Update Policy: IAutDmatic Update |Z|
Default: Settings Only (no Firmware)

User can write/overwrite existing configuration: [l
on phone ?

_
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Configuring Telephony — Automatic Provisioning System - Snom

Edit the path for the Certificate URL to include https and select the Certificates you created earlier
Then click on the Servers tab

Phone Provisioning

[ Gencral | “Provsioning | 0ptions | ~Servers | “Network | “Datc and Time | ~Phone Options | “Audio | ~Soft Keys | ~Scurty | [DAP [ PBKSerics
|—
Sysleg Server:

[ Multicast Paging
Server to store the log messages coming from the phone.

Certificate URL: |https:fa"}rourser\.rerip.}rourdomain.com:55|
Example: http://192 168.0.1:5555/ tftpboot/snom/fmacl. DER

Certificate: I yourcertname j

If you want to use TLS encryption, you must specify a Client Certificate.

Certificate Chain:

To select multiple items, hold down the Control (PC) or Command (Mac) key while clicking.

You can use the following macros: S{EXTEN], ${NAME), ${USER}

Www.scopserv.com

Display Mame (Global) : |
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Configuring Telephony — Automatic Provisioning System - Snom

Change both the Registrar Port and Proxy Port to 5061
You must enter both the Registrar and SIP Proxy IP
Then click on the PBX Services tab

Phone Provisioning
General | Prowsioning | ~Opfions | _Servers | ~Network [ ~Date and Time ~ | Phone Options | Audio | ~SoftKeys | Securty | L0AP | PBX Servces

f—_
Multicast Paging

* Registrar: 172 |, |16 .78 1 Port |5061
SIP Proxy: 172 |.[16 .78 ai Port 5061

Start RTP Port: (10000
Default: 10000

Stop RTP Port: 20000

efault: 20000

I

[

SIP Retry T1: (500
Set the retry timer in milliseconds after which an unanswered request is resent. If it is set to 500, the phone will resend the unanswered request after
500, 1000, 2000, 4000, 6000 ... 31500 ms. If the request s still unanswered after this procedure, an ermor message will be shown on the display.

Subscription (SUBSCRIBE) expiration (in seconds):
60

28
L=
(=
T
[¥¥)

Subscription (SUBSCRIBE) delay (in seconds):
Selects a random number around the given value in seconds to send delayed batch subscriptions (Minimum value is 60 seconds).
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Configuring Telephony — Automatic Provisioning System - Snom

Change the GUI Protocol selection to HTTPS
: R S S S NN N, s <=

l—.
Multicast Paging

In the GUI Server (hostname or IP) field enter —
the required IP address or Fully Qualified Host O eres osname or . SRRSO

Default: 192.168,192.78

Name of the server

Default: 5555

Click Add when done .

Use internal Directory ? [ : ]
Enable Hotline support ? [ : [

URL to display on Snom/Services key:

URL to display on Directory key:
Action URL for Incoming Call:
Action URL for Outgeing Call:

Action URL for an Off-Hook:
Action URL for an On-Hook:
Action URL on Connected Call:
Action URL on Disconnected Call:
Action URL on Missed Call:

B
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Configuring Telephony — Automatic Provisioning System - Snom
Edit an existing or create a new MAC object for

your Snom phone

Click on the Lines tab lnel[d): [112Teti2 @) |7
. . . . Display Mame:
ASSIgn an extension to Llne 1 (Other llnes are ||'fempty, we will use the value of D'upiﬂy||"-.l'ﬂme (Global)'. You car
Opt|0na|) Enable ICE support ?: [l
Default Ring Tone: IRingerl E

Enable Secure RTP (SRTP) must be checked Default: Ringer 1

Enable Secure RTP (SRTP)? [3]:
Only Accept SRTP (secure) calls must be checked Only accept SRTP (secure) calls?:

If checked, the SAVP header will be mandatory.
Enable TLS transport mUSt be CheCked s mustdefmea SIP (Outbound) Proxy and set TLS port (5061).
Enable SIP INFO (DTMF) 7: [

Save your changes Use Custom Dial Plan? [7]: [|

Failover Identity: IN.;.nE :

This identity will be used as a backup for failover, Le. if the current

Commit Telephony changes

Commit APS changes tine 2 2+ [Nione g
Reboot the phone so it downloads its new Lf"”‘@’ | None E3
Line 4[] : IN':'”E |E|

configuration files
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Configuring Telephony — Automatic Provisioning System - Polycom

In this example we are configuring a template and
only the options needed to secure communications
on the phone.

set to Static. If using a URL, you can apply a user name and password.

Configure the Provisioning tab to use HTTPS by ]

Provisioning Server Username:

putting https in the provisioning URL and by
selecting the certificates you created earlier. Frmware Version 3 [ 43 [=]

Default: 4.0+
Firmware Application: ‘Sip,ld
Default: sip.ld

Then click on the Lines tab
Certificate: W

If you want to use TLS encryption, you must specify a Client Certificate.
Certificate Chain:

To select multiple items, hold down the Control (PC) or Comman d (Mac) key while clicking.

Trusted Root CA:
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Configuring Telephony — Automatic Provisioning System - Polycom

Enable SRTP (secure) calls?

Phone Provisioning

Then click on the Servers tab

PBX Services | Security

Enable SRTP (secure) calls? [2]: 4
Only accept SRTP (secure) calls?:

Customize number of Lines / Soft Keys? @ :
Enable Enhanced Function Key (EFK) support ? :

B
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Configuring Telephony — Automatic Provisioning System - Polycom

Change the SIP Transport to TLS
Change the SIP Proxy Port to 5061
Click on the PBX Services Tab

Www.scopserv.com

Phone Provisioning
General | “Prowsionng | “Lines | _Servers | “Nelwork | ~Options | “Dale and Tune | ~User Psferences | “Rudio/ingione
—

—
PBX Services | Security

SIP Transport: ITLS :

*SIPProxy: 172 |.i6 |.;58 i |port|so61 |
sackupPro: [ ||| Jpor| ]
Outbound Proxy: | || || || |Port| |
Emergency Proxy: | || || || |F'nrt| |
Emergency Number(s) : | |

Please note that you must define an Emergency Proxy. Coma-separated list (Example: 911, 9911)

epalive P UDF P/TLS
Enable Session Timers 7: [
Enable TCP keep-alive for TLS transport 7:
Wait Time before sending Keep-alive message to:
server ¥ permitted Value 10 to 7200 seconds.
Retry Time before sending Keep-alive message to:
server ¥ i 0o response is received to a keep-alive message, subsequent messages are sent at this interval.
Permitted Value 5 to 120 seconds.
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Configuring Telephony — Automatic Provisioning System - Polycom

Change the GUI Protocol to use HTTPS
And edit the GUI Server (Hostname or IP) to match i mwm-
your required configuration. |

Mote: You must have Firmware 5IP 21 or later to get Microbrowser support on SoundPoint IP 430 and 501 platform.

Click Add when done ETT—

Provision MAC addresses for your Polycom phones # GUI Server (Hostname or IP): [192.168.192.78
. Default: 19216819278
and apply the template to each required phone x GUIPort:
Default: 5555
Commit Telephony changes PogSever: [ |.[ [ [ |pot[ |
Commit APS changes Use Micro-Browser 2 7] : [

Use internal Directory ? [2]: [
Rebqot thg phgne so it can download its required b ot i sconde)
configuration files Default: 15

URL to display on Idle: | |

URL to display on the Main page: | |

_
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Configuring Telephony — Automatic Provisioning System - Polycom

Select the desired Tenant |

Local SIP Port: I:I

Edit the MAC address object of your Polycom phone

Choose the correct Phone Model from the list
Key/Line 1[3): IWE’

1 1 Default: none
Choose the Phone Template you configured with s« Nomber of ine keys appesrances 7
HTT P S pa ra m ete r‘s This tells phone phone how many line appearances each line definition should take.
+# MNumber of Calls per Line key: -_
. . . . Default: 8
Click on the Lines tab and assign an extension Auto off hook ?: [

Auto off hook contact: |

Key/Line 2 [z : I Mone :

Default: none

Save your settings

Commit Telephony changes Keytine3[: [rione  []

Commit APS changes eotines@: [rone |-

Reboot the phone to download the Configuration R I ————
files
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Configuring Telephony — Automatic Provisioning System - Yealink

In this example we are configuring a template and
only the options needed to secure communications
on the phone.

Configure the Provisioning tab to use HTTPS by
putting https in the provisioning and Firmware URL

and by selecting the certificates you created earlier.

Then click on the Server tab

Www.scopserv.com

Provisioning
Internal Ringer

Firmware Version [Z] :

Provisioning Mode [ :
Sync Interval (in Minutes) :

Provisioning URL:

Protect personalized settings?:

Pericdically upload personalized settings?:

HTTP Upload method:

Firrnware URL:

Certificate:

Certificate Chain:

Trusted Root CA:

Accept only trusted certificates 7:

1" Network |
[ " Multicast Paging " PEX Services " LDAP |

Date and Time

| Phone Options m Programable Keys | Audio/Volume |

I\u‘ersion 80 (or later) :

Default: Version 80 (or later)

I Power on + Repeatedly IZ|

Default: Power on

Value: 1 to 43200 minutes

|http s/ fyourserverip.yourdoma in.com:55|

Example: http://192.168.0.1:5555/tftpboot/

]

If enabled, personalized settings configured via web or phone user interface will be protected and remained after
O

If enabled, the IP phone will periodically upload the MAC-local CFG file to the provisioning server. During auto pre
download the MAC-local CFG file from the provisioning server.

IPUT j

Default: PUT

|Ittps://192.168.0.1:5555/tftpboot/yealink
Example: http://192.168.0.1:5555/tftpboot/yealink/2. 70.0.50.rom

Iyourcer‘tname :

If you want to use TLS encryption, you must specify a Client Certificate.

To select multiple items, hold down the Control (PC) or Command (Mac) key while clicking.

Iyourcarootca :
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Configuring Telephony — Automatic Provisioning System - Yealink

Change the Registrar Port to 5061

Then click on the PBX Services tab ool Date and Time | Phone ptions | DSS Keys |

Internal Ringer ' Multicast Paging T PEX Services T

* Registrar: |1?2 .[16 .|?E -1 Port (5061

Outbound Proxy Server: | || || || |F'|:|rt| |
Backup Registrar: | || || || |Por‘t| |
Backup Outbound Proxy Server: | || || || |F'|:|rt| |

# Reqgistration Expiration Time:
* Registration Retry Counts:

Failback Mode: | New Requests [~

* Failback Timeout:

Default: 3600

O

Register on Enable?:
Emables or disables the IP phone to register to the secondary server
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Configuring Telephony — Automatic Provisioning System - Yealink

Change the GUI Protocol to use HTTPS

And edit the GUI Server (Hostname or IP) to match
your required configuration.

" Internal Ringer T Multicast Paging ‘|' PBX Services T LDAP

GUI Protocol: ||_|'|-|'p5 :

& GUI Server (Hostname or IP): |1?2,15,?8,1 |
Default: 192.168.192.78

% GUI Port:

Default; 5555
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Configuring Telephony — Automatic Provisioning System - Yealink

Edit the MAC address object of your Yealink phone

Lines Metwork | PBX Services

Select the desired Tenant

Choose the correct Phone Model from the list

Choose the Phone Template you configured with Line 1[2): [s000: (s17) [~
HTTPS parameters Label (Phone Display): [5000 |

Display Mame: | |
Click on the Lines tab and assign an extension Ring Type: | Common [+
Default: Common
Choose Tra nSpOI’t: TLS Caller ID Source: Ip;_-,_[-FRQM Izl
. . 1 rt:
Enable Voice Encryption (SRTP) P _ITLS B
T WIode: | RFC2833 |E|
Save you Set‘“ngs Default: BFC2833
Enable Voice Encryption (SRTP)? [2]:
Commit Telephony Changes Only accept SRTP (secure) calls?: 17
Enable Auto-Answer?: [
Commit APS Changes Customize Voicemail Button ? [ : [

Reboot the phone to download the configuration
files
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Verifying Operation

In the Asterisk CLI
sip*CLI> sip show tcp

Address Transport Type
192.168.192.191:12501 TLS  Client
192.168.192.191:11880 TLS  Server
192.168.192.6:2057 TLS  Server
192.168.192.6:2075 TLS  Server

Transport TLS confirms that the peer is configured to use TLS
If you want to check the validity of your SSL Certificate use this URL
https://cryptoreport.rapidssl.com/checker/views/certCheck.jsp
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INTEGRATED SERVICES

Vous avez besoin de plus d’information?

ScopServ International Inc.

ScopServ Europe . .
Siege social

(via Channel Plus)

ScopServ South Africa PTY
ScopServ Integrated Services

4486, Boul. Gouin Ouest

5 Place de la Pyramide 9 Kingfisher Drive

Paris La Défense Montréal (Québec) Douglasdale, Johannesburg
92088 FRANCE Canada H4J 1B7 Gauteng, 2129 Afrique du Sud
Téléphone: +33 15568 12 79 Téléphone : 514-373-8102 Téléphone : +27 11 700 3800
Mobile : +33 7 62 92 41 61 Sans frais - 1 866-722-3292 Téléc. : +27 11 700 3810
Courriel : info@scopserv.fr Courriel: info@scopserv.com Courriel : info@scopservice.co.za
Contact : Hervé Loustalot Contact : Denis Trépanier Contact : Janet Souter

Nous vous remercions pour votre intérét envers nos solutions.
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INTEGRATED SERVICES
Need more information?
ScopServ Europe ScopServ International Inc. ScopServ South Africa PTY
(via Channel Plus) Corporate Headquarters ScopServ Integrated Services
5 Place de la Pyramide 4486, Gouin W. Blvd 9 Kingfisher Drive
Paris La Défense Montreal (Quebec) Douglasdale, Johannesburg
92088 FRANCE Canada H4J 1B7 Gauteng, 2129 South Africa
Phone: +33 1 55 68 12 79 Phone: 514-373-8102 Phone: +27 11 700 3800
Cell: +33 762924161 Toll Free: 1 866-722-3292 Fax: +27 11 700 3810

Email; inf rv.fr C Email: info@scopservice.co.za
a O0@scopse Courriel: info@scopserv.com P

: 2 . , . Contact: Janet Souter
Contact: Hervé Loustalot Contact: Denis Trépanier

We thank you for your trust and interest in our solutions.

www.scopserv.com
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|m hlgh aim right!

' Ask your preferred integrator for a free consultation.
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Visez loin, visez juste
- Contactez votre intégrateur préféré et demandez une
consultation gratuite.
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