ScopTEL™ IP PBX Software

ITSP SIP Trunking Configuration




Usage Cases

Usage Cases Implementing DNIS:

* You are an ITSP reselling SIP trunks and DID’s to a ScopTEL customer

» The PSTN access terminates to your multi tenant ScopTEL installation and you set up forwarding from the PSTN trunk to
a SIP TIE Trunk (ScopTEL VoIP Account) you configure for the remote server installation

» The Dynamic Server is the ITSP installation so that remote customer installations must register to the ITSP

» The Specific Server is one of the remote customer servers that registers to the ITSP

* The SIP TIE TRUNK in this example will be configured as VolP Account = gateway

» Each customer requires a unique VolIP Account and it is commonplace to name the account using the customer’s BTN
(Billing Telephone Number)

PSTN

Dynamic VolP Account
IP Address192.168.192.78

Specific VoJP Account
IP Address 192.168.192.88

SIPTIE TRUNK



ScopTEL Pre-Requisites

ScopTEL Background and Pre-requisites

« SIP VoIP Accounts must be created on ScopTEL server for SIP registration

* Incoming Lines must be created on ScopTEL server to route incoming calls
« Outgoing Lines must be created on ScopTEL server to route outgoing calls
Class of Service must be edited to allow Outgoing Lines per extension
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VolP Accounts

Use the ScopTEL Interfaces Manager to build the customer SIP trunk
* In this example the VolP Account will be called ‘gateway’
* You must build the VoIP Account on the ITSP and Customer’s server

Interfaces Manager: VoIP Accounts #: VoIP Provider Wizard

. Digital Interfaces L Analog Interfaces . VoIP Accounts . Interface Group L Shared Line Appearance .

Accounts: [1to1 of1] E Add a new VoIP Account

R - |

=] :’ E Name Description Type Trunk Type Register Qualify Tenant

-
[Tl &(5] gateway SIP Friend o o all vl
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Specific VolP Account

The Account name and Username must match on each server

* Your password must be secure

« Hostmode is specific so this server will register to the dynamic VoIP Account in
order to access remote resources

 The Register Format must be ‘user[:secret[:authuser]]@host[:port][/extension]’

VoIP Accounts

" Billing | IncomingCalls | Outgoing Calls

Authentication Mode: IPIaintext :

Username: gateway

Password: |g@t3Wa@y
% Host Mode [2]: | specific |Z|
Fixed: Remote server have a fixed IP Address
Dy ic: A dy ic IP Address is allocated and remote server will register to us.
* Host/IP: [192.168.192.78 |
Port: (5060

Register as User Agent ? [ : [l

Contact Extension: | |

The contact extension is used by remote SIP server when it needs to send a call to Asterisk. When left empty, the default context extension is 's\

Authentication Username: | |

Optional authorization user for the SIP server
Use Authentication Username as Username 7: [
Register Format: I user[:secret[:authuser]]@host[:port][/extension] |Z|
Default: user[@domain][:secret[:authuser]|@host[:port][/extension]

Enable Proxy Settings ? [7]: ||
oxy Settings

Security (ACL) Mode [ : I -- Disabled -- :
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Dynamic VolP Account

The Account name and Username must match

* Your password must be secure

« Hostmode is dynamic so this server can authenticate and share resources with the
remote server

 The Register Format must be ‘user[:secret[:authuser]]@host[:port][/extension]’

VolIP Accounts

' MNetwork T

" Billing | IncomingCalls | Outgoing Calls

Authentication Maode: IPIaintext j

Username: |gatewa].f |

Password: |9@BW@Y |

% Host Mode [2]: ID}rnamic|:|

Fixed: Remote server have a fived IP Address
Dynamic: A dynamic IP Address is ollocoted and remote server will register to us.

Default Host/IP: |

Port: I:I

Register as User Agent ? [2]: [l

Enable Proxy Settings ? [7]: ||
oxy ngs

Security (ACL) Mode [2]: | -- Disabled -- |~ |
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Shared Settings

Insecure should include both Port and Invite
Qualify should be enabled

Keepalive Interval should be set to a value short enough to address UDP timeouts
in some firewalls

Interfaces Manager: VoIP Accounts

" Digital Interfaces
VoIP Accounts

' Analog Interfaces . VoIP Accounts ' Interface Group T Shared Line Appearance :

" Incoming Calls | Outgoing Calls

Transport Maode: | UDP v
Trunk behind NAT 2 [E]: [/

Enable Interactive Connectivity Establishment (ICE) 7: ||
This require @ STUN and/or TURN server defined in Settings -= Channels -= RTP settings.

Enable Outbound Proxy support ? @ g . . . . . .
When enabled, the server will send outbound signalling to the specified server, not directly to devices,

Can Reinvite 2 [2]: |
Insecurs: ¥ port
¥ Invite
Select all, Select none, Invert selection
- Port: Allow matching of peer by IP address without matching port number
- Invite: Do not require authentication of incoming INVITEs

Enable SRTP encryption 7: [
Calls will fail with if the peer does not support SRTP.

ity B ¥ |
Qualify Default: True

Qualify Time (in ms):

Default: 300

Qualify Frequency (in seconds):

Defaylt: 60

Keepalive Interval :

Interval at which keepalive packets should be sent to a peer (value in seconds).

RTP Timeout
Use Custom values for RTP timeout/activity ? @ d
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Shared Settings

DTMF Mode RFC 2833 is recommended
+ P-Asserted-Identity is recommended

« Only select CODEC’s which are compatible with your PSTN interface and Region
« Careful CODEC selection is required to avoid transcoding

« The G.729 CODEC cannot support FAX transmissions

Interfaces Manager: VoIP Accounts

. Digital Interfaces T Analog Interfaces . Interface Group T Shared Line Appearance .

VoIP Accounts

VoIP Accounts

Incoming Calls Outgoing Calls

DTMF Mode: | Automatic (RFC 2833/Inband) ¥

Compensate RFC2833 DTMF transmission 7: L)
You must have this turned on if connected on another ScopServ/Asterisk pre-1.4 machine or DTMF reception will work improperly.
Trust Remote-Party-ID 7: LJ
Send Remote-Party-ID 7: LJ
This field is often used by wholesale VolP providers to pravide calling party identity regardless of the privacy settings.
| P-Asserted-Tdentity (PAI) should be sent 7: ¥ |
Codec|s): w711 [ulaw)
G711 (alaw)
Grz
G729 (Not Installed)
1 G723.1 (Not Installed)
G726
| 16 bit Signed Linear PCM (slin)
L GSM
LJiLBC
L LpC10
) Speex (Not Installed)
) ADPCM
= opus
L H.261 Video
) H.263 Video
L H.263+ Video
) H.264 Video
Select all, Select none, Invert selection
Default: G.711 (ulaw), G.722, G.729 (Not Installed), 16 bit Signed Linear PCM (slin), GSM, ADPCM, H.264 Video

Customize Codec Payload ? &:




Shared Settings

Use original Inbound CallerID?: must be enabled to pass the original CallerID to the
forwarded VolP Account.

VoIP Accounts

MNetwork Options Billing Incoming Calls Qutgoing Calls

Call Direction in COR: I Outgoing |:|
Maxirum Cutgoing Call: |:|

Outgoing CallerID
Force/Override Outgoing CallerID ? 2] : [l

CallerdD Mumber: I:I

Caller Mame: | |

Advanced GallerIDY options

Enable Presentation indicator ? [3) :

% Presentation: | p,
T j
Use original Inbound CallerD #:

Snecfk that the CallerD that was present on the ‘calling’ channel be set as the CallerD on the ‘colled” channel

tation &llowed, Mot Screened |Z|

Save Copy Cancel
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Dial Plan Strings

Custom Dial Plan Strings

matches any digit from 0-9

matches any digit form 1-9

matches any digit from 2-9

1237-9] matches any digit or letter in the brackets (in this example, 1,2,3,7,8,9)
wildcard, matches one or more characters

! wildcard, matches zero or more characters immediately

2 N X

FR—

Examples
NXXXXXX matches a normal 7 digit telephone number
INXXNXXXXXX matches an area code and phone number preceded by a one
9011. matches any string of at least five characters that starts with 9011,
but it does not match the four- character string 9011 itself.

# matches a single # keypress

ScopTEL™ |P PBX Software




Customer Server Outgoing Lines

Outgoing Lines use pattern matching to steer the dialed number to the remote server:

Ox. is the PSTN access code and is reserved exclusively for PSTN access

* No internal extensions or applications on this server can start with 9

« The 9 will be stripped from the Outgoing Line after the Class of Service lookup
since the 9 should not be passed to the ITSP server

« The 9is not mandatory and can be replaced by any other digit(s)

Lines Manager: Outgoing Lines

PN
Incoming Lines Qutgoing Lines Emergency Lines Special Lines Banned Prefix CalleriD Lookup Ringing Services
Outgoing Lines: [1to2of 2] E Add a new Outgoing Line

R -

] E/ E Dial String Name Trunk Priority Tenant 7,;'
Ol (o + % O, gateway (SIP) (Global) debcomainbtn &
CI[Z[E]s + wow BX0KX gateway (SIP) (Global) debcomainbtn ¥ i
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Outgoing ITSP PSTN Trunking

2. The VolP Interface 1. User dials:

receives DNIS 94165551234
4165551234 from the Server passes DNIS
SIP TIE Trunk, 94165551234 to the
bridges 4165551234 I Al ress 192160 199,75 1o Abdress g AbB.A50.58 remote server using
to an Outgoing PSTN the SIP TIE Trunk

channel using the
PSTN VolP Account

.

SIP TIE TRUNEK
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Customer Outgoing PSTN Pattern

* From the ‘specific’ VoIP Interface you must set up an Outgoing Line and configure the Custom
Dial String
« This Outgoing Line will have to be allowed in the Class of Service applied to each extension

Lines Manager: Outgoing Lines

. Incoming Lines . Outgoing Lines . Emergency Lines T | Banned Prefix | CallerlD Lookup T

Outgoing Lines

Dial String | DialOptions | CalleriD |

* Type [2]: I Custom Dial String |j|

# Dial String: |9y, |

Access Code (Prefig
Mumber of digit to strip T:

Prefix to add to Mumber:

1=l

Maximum number of digit for destination :
number? ¢ the digled number exceed the specified number of digit, the number will be cut.

Restrict Allowed Outgoing Number ? [ : [
Restrict Disallowed Outgoing Number ? [7]: ||
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PSTN Dial Incoming Line

* From the ‘dynamic’ VoIP Interface Server you must set up an Incoming Line to receive DNIS from
the ‘specific’ VoIP Interface and bridge it to the PSTN Trunk/Outgoing Line

Lines Manager: Incoming Lines

Incoming Lines . Qutgoing Lines T T T Ringing Services .

Incoming Lines: [1to 2 of 7]

Psewcr =

(= E" E Extension Drescription Trunk Forward To Schedule
[ Z[E] 1 -epoc Wild Card Incoming Line to Local Extensions gateway (SIP) (Global) Mone
Cl[ &[] ox. Froem SIP TIE Trunk to PSTN gateway (SIP) (Global) line
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PSTN Dial Incoming Line

» Set the Destination to the Account for the PSTN Interface

* Number of digit to strip?: 1 will strip the incoming 9 before bridging the call to an Outgoing PSTN
Channel

* Indicate ringing to the calling party: enabled is optional

Lines Manager: Incoming Lines

' Banned Prefix e Ringing Services .

Incoming Lines ' Qutgoing Lines e Special Lines .

Incoming Lines

Destination | Options | " Advanced Options | CalleriD

Destination [2]: | VoIP Account

Default: none

#* Account: I pstn |Z|

Mumber of digit to strip 72 |1 :
Prefix to add to Murmber: I:I

Indicate ringing to the calling party:

Destination [2]: I Mone :

Default: none

Copy Cancel
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Customer DNIS Incoming Lines

* The customer server requires Incoming Lines using DNIS to route incoming calls from the ITSP

D

PSTN

Incoming DNIS/Line
4165551234 to
Destination IVR

A published phone
number of
4165551234 is

assigned to the PSTN i = i :
interface and needs I Airent 192 168 165 78 b Advene 19 168199 85
to be re-routed to the
specific VoIP account
over the SIP TIE
Trunk )

v

SIP TIE TRUNE
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ITSP DNIS Forwarding Using Incoming Lines

The ITSP Server uses one or more Carrier peered SIP Trunks or PRI circuits and will share the
trunk(s) with many customer installations using gateway interfaces

Configure an Incoming Line on the ITSP server with DNIS 4165551234

Set the source trunk to ‘pstn’. This will vary depending on the peered carrier interfaces

Set the destination trunk to ‘gateway’ (a unique gateway interface must be created for each
customer)

Any incoming DNIS bound to the ISTP ‘pstn’ interface will be automatically forwarded to the
customer ‘gateway’ interface

The customer gateway interface can then do any Incoming Line lookup and set the custom
destination

Lines Manager: Incoming Lines

Incoming Lines Qutgoing Lines Ringing Services
Incoming Lines: [1to3 of 3| E Add a new Incomi

Psewr =

=] E E Extension Description Trunk Forward To Schedule Priority Tenant
Al

NEEE From SIP TIE Trunk to PSTM gateway (SIP) (Global) line default
[C1[ 4[5 4165551234 pstn (SIP) (Global)  line default
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ITSP DNIS Incoming Lines

* On the ITSP (Specific VolP Account = pstn) Set the Destination to VolP Account = gateway

Lines Manager: Incoming Lines

Incoming Lines Qutgoing Lines Special Lines Banned Prefix Ringing Semvices

Incoming Lines

Destination Options Advanced Options CalleriD

Destination [2]: | VoIP Account

Default: none
# Account: I gateway |Z|

Mumber of digit to strip 7: Iﬂ j
Prefix to add to Mumber: I:I

Indicate ringing to the calling party: [

Destination [2]: I Mone |:

Default: none

Copy Cancel
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Customer DNIS Incoming Lines

* The customer server with the ‘Specific’ VolP Interface needs an Incoming Line with DNIS
4165551234

Lines Manager: Incoming Lines

" CalleriD Lookup |

Ringing Services .

Incoming Lines . Dutgoing Lines T Emergency Lines T Speaal Lines 1" Banned Prefix

Incoming Lines

General " Destination | I T ity | Advanced Options 1 callerid

% Tenant [2: I debcomainbtn |j|
Type [2]: | Extension (DNIS) E2

% Extension (DNIS): (4165551234 |
* Trunk [ : | gateway (SIP) (Global)

Description: |
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Customer DNIS Incoming Lines

* Set the Destination to Auto Attendant and choose the desired Menu

Lines Manager: Incoming Lines

Incoming Lines Emergency Lines Special Lines Banned Prefix Ringing Services

Incoming Lines

Destination Options Advanced Options CalleriD

Destination #1

Destination @ : I Auto Attendant j

Default: none

% Menu: I businessopen: auto attendant |E|

Destination &2

Destination [2]: I Mone j

Default: none

Copy Cancel
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DNIS (Dialed Number Information Service)

« DNIS is the routing number the PRI CPE (Customer Provided Equipment) circuit receives from the carrier or remote
server (also known as Received Digits)
» The received digits length (also known as Digits to Out Pulse by some Telco’s) can vary in length typically from 3 to 10
digits in length.
« DNIS digits, as received from the carrier, are used to route calls via Incoming Lines objects in the ScopTEL IP PBX
+ Example 1:
» The customer’s BTN is 416-555-1234
» The Received Digit length set by the Telco is 10
* The resulting DNIS or received digits is equal to 4165551234
» Toll Free Services:
* The customer has a published toll free number 1-800-555-2234
» Toll free numbers must be associated with a local phone number which is referred to as the conversion number
* The conversion number can be any DNIS number associated with the PRI circuit
* In this example the conversion number for 1-800-555-2234 is the BTN number 4165551234
Therefore the DNIS number for 1-800-555-2234 is 4165551234
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Customer trace:
The Incoming Call from the PSTN will be relayed across the trunk and the customer server will route the incoming call using the SIP
INVITE header as the incoming DNIS.

The Incoming Lines are parsed for a matching DNIS and ring the configured destination

In this example the DNIS passthrough is 4165551234 and the matching Incoming Line destination is the Auto Attendant Menu

[2016-03-16 11:16:31] <--- SIP read from UDP:192.168.192.78:5060 --->

[2016-03-16 11:16:31] INVITE sip:4165551234@192.168.192.88:5060;user=phone SIP/2.0

[2016-03-16 11:16:31] Via: SIP/2.0/UDP 192.168.192.78:5060;branch=z9hG4bK674783fd

[2016-03-16 11:16:31] Max-Forwards: 70

[2016-03-16 11:16:31] From: "Extension 8011" <sip:8011@192.168.192.78>;tag=as1c47e2b4d

[2016-03-16 11:16:31] To: <sip:4165551234@192.168.192.88:5060;user=phone>

[2016-03-16 11:16:31] Contact: <sip:8011@192.168.192.78:5060>

[2016-03-16 11:16:31] Call-ID: 31d00bdb7b4d10f71eal191251c3c196c@192.168.192.78:5060

[2016-03-16 11:16:31] CSeq: 102 INVITE

[2016-03-1611:16:31]

[2016-03-16 11:16:31] <------------- >

[2016-03-16 11:16:31] --- (15 headers 11 lines) ---

[2016-03-16 11:16:31] Sending to 192.168.192.78:5060 (no NAT)

[2016-03-16 11:16:31] Sending to 192.168.192.78:5060 (no NAT)

[2016-03-16 11:16:31] Using INVITE request as basis request - 31d00bdb7b4d10f71eal191251¢c3¢c196c@192.168.192.78:5060

[2016-03-16 11:16:31] Found peer 'gateway' for '‘8011' from 192.168.192.78:5060

[2016-03-16 11:16:31] Looking for 4165551234 in all-gateway-incoming (domain 192.168.192.88)

[2016-03-16 11:16:31] -- Executing [4165551234@all-gateway-incoming:1] Set("SIP/gateway-00000003", [2016-03-16 11:16:31] -- Executing
[4165551234@all-gateway-incoming:3] Set("SIP/gateway-00000003", " INCOMING_DNIS=4165551234") in new stack

[2016-03-16 11:16:31] -- Executing [4165551234@all-gateway-incoming:57] Gosub("SIP/gateway-00000003", "debcomainbtn-aa-
businessopen,s,1") in new stack

[2016-03-16 11:16:32] -- Executing [s@debcomainbtn-aa-businessopen:10] BackGround("SIP/gateway-00000003", "custom/0001") in new stack
[2016-03-16 11:16:32] -- <SIP/gateway-00000003> Playing ‘custom/0001.ulaw' (language 'en’)

master88*CLI>
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