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ScopTel with Active Directory

ScopServ International Inc is proud to release its ScopTel IP PBX with Active Directory integration. The
following are the software features, compatibility list, and pre-requisites.

Software Features

e Telephone extensions management from Active Directory Users and Computer Snap-In
e Voicemail creation
e Automatic synchronization between ScopTel IP PBX and Active Directory
e Configuration options
o Extension number
Full name
Extension password
Voice password
Web access password
Phone template
o Class of service
e Extend Active Directory Schema to fully support ScopTel IP PBX

0O O O O O

Software Compatibility
e Windows Server 2008, 2008 R2 — 32 bits / 64 bits
e Windows Server 2012 — x64 bits
e Windows 7 — 32 bits / 64 bits
e Windows 8, 8.1 — 64 bits

Requirements

e Schema Admin rights to extend Active Directory Schema

e Local Admin rights to install ScopTel with Active Directory MMC Snap-In Extension
e Most recent ScopTel Telephony Package

e ScopTel with Active Directory option licence



ScopTel Configuration

Prerequisites
Login to ScopTel

)
ScopServ Telephony Server ‘

You have been logged out.

‘3 §\ Usemname 1031
Vil i s
ol et - Language EFTEENNNRA

Login

Copyright © 2005-2013 ScopServ International Inc.

Goto Configuration\Server\License and Click on Download License. Make sure under License Options ScopServ
Active Directory (ScopAD) appears.

SoonTEL S~ R
LU ™ General  Configuration  License MySQL S5H Dateand Time [DAP 5SNMP  Siorage Manager Packages Manager Back
Logged as: admin
[1-[] ScopServ License Information:
- g Configuration ) . .
EI‘ Server End-User Registration End-User License Agreement '
..... ‘ General
..... &L Configuration System Code: C0U-00LO2W-02P-002D-00000A
_____ 0] License Serial Number: 00GCL0CF-0000-92870-3
o MySQL Server Maintenance Expiration: 2038-01-01
‘_; S5H S Download Date: 2015-03-21
----- ") ErVer

..... @ Date and Time
..... ‘ LDAF Server
..... o SHMP Server

Options: Metwork and Firewall
ScopTel Professional

----- £§ Storage Manager ScopServ Active Directary (ScopAD)
..... ,% Packages Manager Supported Version(s): 141tc 2x
..... é Backup Maximum Users; 250

. it Maximum Tenants: 28
... | '] Monitaring

__‘f.'ﬂ High Availzbility

Change | Download License |

..... 1 Certificate Mananer

Packages Update
Update telephony package



Active Directory Syncronization Configuration

Goto Configuration\Telephony\Configuration

- S
ScopTEL %"

Logged as: admin

(=& Configuration
[:_| § server
méﬂ Network
El€ Telephony

..... &P Interfaces

..... 24 Applications
..... @ Provisioning
..... 28 Miscellaneous
..... [ Import/Export
(¥ 1% ScopSTATS

- & Tools

& (O Organizing

- | Administration
-2 Options

[} 25 Configuration Wizard

}-ig) Log out

. ™ > T . 2 T 4 S = 3
eton  Manager Ddersions LUnes  Infecfaces  Applcations  Proviwoning  Audio  Miscefaneows  Qptions  Help

- All Terants (al) ¥

EAdd a new Sync Source

Upndate Tnfo Auto Comendt Schedube Teaant

b i SNME Server
& Storage Manager
R Pockages Manager
|k Backup
| e




Click on the Synchronization tab then click on Add New Sync Source and select Tenant.

Telephony Settings: Synchronization

Monitonng ' Sd!cﬂled Ta'.‘ks H:'n}up Causs Synchronization

Synchronization

* Tenant @ |- select-- v

tenantd

* Required Field | [2) Page Refresh on Change I
Telephony Settings: Synchronization

Synchronization

* Tenant E] ¢ | tenantl v

* Source @ ! | Active Directory v

* Type @ ! | Phone Extensions V¥

* Name: [Tenantl

Description:

Source: Choose Active Directory

Type: Choose Phone Extensions
Name: Choose and insert a sync object name

Description: Choose a description



Click on Source tab

Telephony Settings: Synchronization

Synchronization

Synchronization

LDAP Source @ ! | None (Custom) ¥

#* Server Address:

192.168.120.92 |
This setfting refers to the DNS name or IP address of the LDAP server.
* Port:  [380

Default 389
Enable TLS 7:
Protocol Version: Vertion2 ¥

Default Version 3

* Login DN:  [CN=Administrator CN=Users DC=win2k12r2,DC-

Password: | Admin account password |

% Base DN:  |QU=Tenantl DC=win2k12r2 DC=COM
This setting specifies the LDAP search base (the distinguished name of the search
* Filter Prefix: [Qﬂb}e:ﬁlass:'j |

* Required Field @ Page Refresh on Change

Server Address: Your Active Directory Domain Controller IP Address
Port: LDAP default port is 389

Enable TLS: Check to activate TLS encryption

Login DN: The account DN for Active Directory authentication
Password: The account password

Base DN: Your domain Base DN for synchronization

Filter Prefix: You can add a filter to sync specific object or leave it as default to sync all users



Click on Synchronization tab

Logged as: admin |

-EE Seopsen:
[=+- @ Configuration

B ‘ o~ " Configuration | g i o " Scheduled Tasks | Hangup Causes Synchronization
-4 Netwark Synchronization
£ @ Telephony g e
General | Source Attributes Options
A General i .
e i 0N ti
&8 Corfaifativn Update existing Extensions 7: &/
= 5 Manager If the Phone Extension aiready exst then it will update infonmations like Full Mome, Username, Password, eto
@8 Extensions Delete non-existing Extensions 7: 1+
g Lines If the Phone Extension no mors exst on the Active DirectonsL DAP server, it will remove the informations from ScopTEL
& ?Intel’faces Execute a Commit if we detect changes 7: (@)
- g Applications
5| Provisioning Synchronization
- Audia Enable Auto Synchronization? [ ¥
. ) Miscellaneous Synchronization Interval : Minutels) vJ
[ Import/Export From Hour:  |00:00
[ ScopSTATS Default: 00:00
e 2 Tools ToHour: [23:59
Ei@ Grganizing Default: 23:39
[+ Administration = T . e —
B ScopTEL Active Directory API (ScopAD)
[#- o Options e
. : = Enable Remote Access (APD) ? E: ¥
D% Configuration Wizard
* AR Key: |secretkey
-8l Log out

Allowed IP Address: -

If ety we will accept request from any 1P Addresses
Allowed Scope (Base DM): [ DC=test,DC-cam

i
If you want to restrict guery to one or more DN specifly here, You can aise use @ wildeard [7) to occept match child/Subtres,
Evample: © ou=users, do=scopser, do=corp, de=com

Update Existing Extensions: Enable to update extensions

Delete Non Existing Extensions: Enable to clean up non existing extensions
Execute a Commit if we detect changes: Enablefor automatic extension udpdate
Enable Auto Syncronization: Enable to sync automaticaly

Enable Remote Access (API): Enable to activate ScopTel ADUC MMC Snap-In
APIKey: Choose a secret key to configure within ScopTel ADUC MMC Snap-In
Allowed IP Address: Add an IP address if you want to restrict access

Allowed Scope (Base DN): Add a scope if you want to restrict ScopTel ADUC MMC Snap-In to certain OU. If left
empty, ScopTel ADUC MMC Snap-In can be used within all Active Directory OU.

Click on Save

Click on Commit



¢ ED = 3 % - i L] «d S Z

53 S - A Tenants
General Configuration Manager Extensions Lines Interfaces Applications Prowisoning Audio Miscellancous  Options  Help (e Tenants (all}

¥ o sawsa:

© vou must ek on Commit button in order to apply Change. I

elephony Settings: Synchronization

Update Info Auto Commit Schedule Tenant
2 3 «  tenantl
4 v & tenant2 v &

Phone Extensions

Phone

Extensions Manager: Phones % Add Multiple Extensions ¥ Mass Operations

SIP (UDP) s
SIP (UDP) tenantl v i

SIP (UDP) default

SIP (UDP) default English (Default)

Telephony: Commit Changes

A 3

Please wait while we apply all changes ...

Sanity check ...

Check DAHDI (UDEV) permissions

Check Default UDEV permissions

Check Asterisk permissions

Verify Free disk space for Snapshot (Minimum: 500 MB)
Sound Manager

Checking Database columns and indexes ...

Fixlng indexes on MySQ. COR table . ®iease walt tha can take fev mnutes

AR RN -

Checking Deleted items ...
Cleanup completed!

L4

Configuration Snapshot d
Take a Snapshot of configuration ... 4

Snapshot of Asterizk/DAHDI configurations fles

Activating Class of Services for tenan

‘Generate Parking Lot 701 to 793

A3 f it
——




Windows Installation

Step 1: Install Prerequisites

Prerequisites Download
Please wait while the selected prerequisites are downloaded,

Welcome to Microsoft Visual C++ 2010 x64 Redistributable Setup

comjdownioa 255E7-1... 9.79MB

Progress; 0% (0,00 KB of 9,79 MB)

Downloading: Visual C++ 2010 5P1 x64 {(MFC Security Update) 0% (0.00 KB of 9,79 MB)

Saving to: C:\Users\Administrator \AppData \Roaming\ScopSery Internat, . woredist_xG4.exe
Remaining time: 0 KB/s

[w] Automatically install the prerequisites after finishing the downloads.

Please, accept the license terms to continue. w
MICROSOFT SOFTWARE LICENSE TERMS Ii'

MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES WITH
SERVICE PACK 1

These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
you. Please read them. They apply to the software named above, .

[#]1 have read and accept the license terms,

[ Yes, send information about my setup experiences to Microsoft Corporation.

For more information, read the Data Collection Policy,

Back ” Mext | | Finish | | Cancel ‘
I

Installation Progress
Please, wait while the Microsoft Visual C++ 2010 x64 Redistributable is being m
installed,

File security verification:

Al files were verified successfully.

Installation progress:

Installing Microsoft Visual C++ 2010 Redistributable

Mvuf;t'lm Stlidio- installed.

Installation Is Complete

Microsoft Visual C++4 2010 x54 Redistributable has been

canch ecent versions of this package on
the Microsoft Visual Studic website,




Step 2: Install ScopTel with Active Directory

%
|p PBX
Active Directory

ScopTE

Version 1.0.0.0

You must agree to the g
before you can install ScopTel with Actlve Directory 64 bits,

11 agree to the License terms and conditions,

INSTALL

:“‘\

ScopTEL e

Please enter your customer information

User Name:
|Window5 User

Organization:

Serial

- Agree to the terms and conditions

Sco pTELW.,.[;Pr:a’:.Ty

Version 1.0.0.0

Features| nstallation Folder

Select the features to be installed

4 A& ScopTel Active Directory|
[ & AD Schema Extension
& MMC ADUC Snap-in Extension

’f?lnstat{k

- Fill out company information and serial
number

ScopTEL gz

Version 1.0.0.0

Please wait while the Setup Wizard installs ScopTel with Active
Directory 64 bits. This may take several minutes.

- Select which components to install

- Software is installing




Congratulation, you have successfully installed ScopTel with Active Directory on your system!

Once the installation is complete, go to next section for configuration.

po— N
ScODTEL c2p e
I IR Active Directory

Version 1.0.0.0

Y

ScopTel with Active Directory 84 bits has been successfully

installed.
—




Windows Configuration

ScopTel with Active Directory needs to be configured for proper communication between systems.

#

cop TEL s S

ScopTel Hostname / |F: | | Port: I:I
ey | | Protocol:
| Save Edt |

Parameters

» Server Hostname/IP: ScopTel IP PBX server hostname or IP address.
* Port: This is the port used to communicate with ScopTEL PBX system. The default value is 5555.
* Key: Configured key within ScopTel IP PBX for authentication.

* Protocol: Protocol used to communicate between both systems.



How to Use

Creating or changing an extension

1. Open the Active Directory Users and Computers Snap-In.
2. Open User properties.
3. Goto ScopTel tab.

Note:

Once an extension has been created within a user, the extension number can not be changed!

=

File Action View Hel T T e

s zE & General | Address | Accourt | Profie | Telephones | Organization | Member Of
Remote Desktop Services Profe. | COMs | ScopTel

] Active Directory Users 2
b | Saved Queries

4 3 winZkl2rl.com IP F'E)(TM
B 1 Builtin ( : O p Active Directory

= Computers
2 Domain Controllg

5 Ph
| ForeignSecurityP ane
b || Managed Service Extension |1ﬂ1
4 (2 Tenantl Full Name
5] subQU
b [ Users Password
21 Tenant2

Voicemail PIN

Web-Gui Password

Phone Templates: | Template2

Class of Services |CEassOfSewice1

ok || Cancel || ooy




Troubleshooting

Manual Sync

Log into ScopTel server using SSH and run the following command to diagnose synchronization problems:
e php -g /var/www/scopserv/tel ephony/scripts/crond.php sync SYNC_SOURCE_NAME

Replace SYNC_SOURCE_NAME with the name of your synchronization source in question.

Misconfigured Scope

When the scope is misconfigured, the following error message appears. Refer to the ScopTel Configuration
section to ensure the scope is configured properly.

test3 Properties 7| X

DialHn | Environment | Sessions | Remote control
General | Address I.Pu:::uurrt | Profile ITelephunes |Organizatinr1 I Member Of
Remote Deslktop Services Profile | COM+ | ScopTel

I E L with ||= paX' "
Active Directory

BExtension | |

Phone

Full Name | |

Password

Voicemail PIN
Object reference not set to an instance of an ohject.

Web-Gui Passw

Phone Templat
one Templaty oK

Class of Service

Force Sync

OK || Cancel Aoply Help




